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 Free course demos allow you to see course content, watch world-class instructors in action, and evaluate course difficulty.

 

 Train and Certify
 Immediately apply the skills and techniques learned in SANS courses, ranges, and summits
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 This eBook offers a glimpse into the key threats that are expected to emerge as forecasted by SANS experts.

 

 Enterprise Solutions
 Build a world-class cyber team with our workforce development programs.
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 Empowering Security Awareness teams with industry benchmarking, program growth, and career development.
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 Increase your staff’s cyber awareness, help them change their behaviors, and reduce your organizational risk
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 In collaboration with security subject-matter experts, SANS has developed a set of security policy templates for your use.
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 Enhance your skills with access to thousands of free resources, 150+ instructor-developed tools, and the latest cybersecurity news and analysis
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 Membership of the SANS.org Community grants you access to cutting edge cyber security news, training, and free tools that can't be found elsewhere.

 

 Get Involved
 Help keep the cyber community one step ahead of threats. Join the SANS community or begin your journey of becoming a SANS Certified Instructor today.
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 To empower current and future cybersecurity practitioners around the world with immediately useful knowledge and capabilities, we deliver industry-leading community programs, resources and training.
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 Learn more about how SANS empowers and educates current and future cybersecurity practitioners with knowledge and skills.
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          Latest News & Updates
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 Course
  
        FOR577: LINUX Incident Response and Threat Hunting
      
 FOR577 teaches the skills needed to identify, analyze, and respond to attacks on Linux platforms and how to use threat hunting techniques to find the stealthy attackers who can bypass existing controls. The course addresses today's incidents by teaching the hands-on incident response and threat hunting tactics and techniques that elite responders and hunters are successfully using to combat real-world breach cases. 23 hands-on labs
  
 
        read more
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 new
  Course
  
      FOR528: Ransomware and Cyber Extortion
    
 FOR528: Ransomware and Cyber Extortion provides the hands-on training required for those who may need to respond to ransomware and/or cyber extortion incidents. The term "Ransomware" no longer refers to a simple encryptor that locks down resources. The advent of Human-Operated Ransomware (HumOR) along with the evolution of Ransomware-as-a-Service (RaaS) have created an entire ecosystem that thrives on hands-on the keyboard, well-planned attack campaigns. Furthermore, some cyber extortion actors carry out the full attack lifecycle yet skip the encryption phase. How do you deal with these threats? Our course uses deftly devised, real-world attacks and their subsequent forensic artifacts to provide you, the analyst, with everything you need to respond when either threat becomes a reality. 13 labs + Final day CTF
       
        read more
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 The Role of Mentorship in Cyber Threat Intelligence (Part 2)
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 The Role of Mentorship in Cyber Threat Intelligence (Part 1)
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      April 19, 2022
    
 SANS FOR500: Windows Forensic Analysis -  Updated for Windows 11 and Beyond
 
  
 
  
  

  




 





Featured Digital Forensics and Incident Response Courses & Certifications
 
 	Previous
	Next

   New
 
   Digital Forensics, Incident Response & Threat Hunting
  
      FOR577: LINUX Incident Response and Threat Hunting
    
 FOR577 teaches the skills needed to identify, analyze, and respond to attacks on Linux platforms and how to use threat hunting techniques to find the stealthy attackers who can bypass existing controls. The course addresses today's incidents by teaching the hands-on incident response and threat...
    Course Details  
 
 

  New
 
   Digital Forensics, Incident Response & Threat Hunting
  
      FOR528: Ransomware and Cyber Extortion
    
 FOR528: Ransomware and Cyber Extortion provides the hands-on training required for those who may need to respond to ransomware and/or cyber extortion incidents. The term "Ransomware" no longer refers to a simple encryptor that locks down resources. The advent of Human-Operated Ransomware (HumOR)...
    Course Details  
 
 

  Major Update
 
   Digital Forensics, Incident Response & Threat Hunting
  
      FOR508: Advanced Incident Response, Threat Hunting, and Digital Forensics
    
 Threat hunting and Incident response tactics and procedures have evolved rapidly over the past several years. Your team can no longer afford to use antiquated incident response and threat hunting techniques that fail to properly identify compromised systems. The key is to constantly look for...
  Certification:
 	
        GCFA



  Course Details  
 
 

  Major Update
 
   Digital Forensics, Incident Response & Threat Hunting
  
      FOR500: Windows Forensic Analysis
    
 FOR500 builds comprehensive digital forensics knowledge of Microsoft Windows operating systems providing the means to recover, analyze, and authenticate forensic data, track user activity on the network, and organize findings for use in incident response, internal investigations, intellectual...
  Certification:
 	
        GCFE



  Course Details  
 
 

   
   Digital Forensics, Incident Response & Threat Hunting
  
      FOR578: Cyber Threat Intelligence
    
 Cyber threat intelligence represents a force multiplier for organizations looking to update their response and detection programs to deal with increasingly sophisticated advanced persistent threats. Malware is an adversary's tool but the real threat is the human one, and cyber threat intelligence...
  Certification:
 	
        GCTI



  Course Details  
 
 

  Major Update
 
   Digital Forensics, Incident Response & Threat Hunting,  Cloud Security
  
      FOR509: Enterprise Cloud Forensics and Incident Response
    
 The world is changing and so is the data we need to conduct our investigations. Cloud platforms change how data is stored and accessed. They remove the examiner's ability to put their hands directly on the systems. Many examiners are trying to force old methods for on-premise examination onto cloud...
  Certification:
 	
        GCFR



  Course Details  
 
 

   
   Digital Forensics, Incident Response & Threat Hunting
  
      FOR608: Enterprise-Class Incident Response & Threat Hunting
    
 FOR608: Enterprise-Class Incident Response & Threat Hunting focuses on identifying and responding to incidents too large to focus on individual machines. By using example tools built to operate at enterprise-class scale, students learn the techniques to collect focused data for incident response...
  Certification:
 	
        GEIR



  Course Details  
 
 

  New
 
   Digital Forensics, Incident Response & Threat Hunting
  
      FOR710: Reverse-Engineering Malware: Advanced Code Analysis
    
 FOR710: Reverse-Engineering Malware - Advanced Code Analysis prepares malware specialists to dissect sophisticated Windows executables, such as those that dominate the headlines and preoccupy incident response teams across the globe. This course not only includes the necessary background and...
    Course Details  
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          SIFT Workstation
        

 Why SIFT? The SIFT Workstation is a group of free open-source incident response and forensic tools designed to perform detailed digital forensic examinations in a variety of settings. It can match any current incident response and forensic tool suite. SIFT demonstrates that advanced incident response capabilities and deep dive digital forensic techniques to intrusions can be accomplished using cutting-edge open-source tools that are freely available and frequently updated.
 
          Download SIFT
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          EZ Tools
        

 SANS Certified Instructor and Former FBI Agent Eric Zimmerman provides several open source command line tools free to the DFIR Community. These open source digital forensics tools can be used in a wide variety of investigations including cross validation of tools, providing insight into technical details not exposed by other tools, and more. Over the years, Eric has written and continually improve over a dozen digital forensics tools that investigators all over the world use and rely upon daily.
 
          EZ Tools
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          REMnux
        

 REMnux® is a free Linux toolkit for assisting malware analysts with reverse-engineering malicious software. It strives to make it easier for forensic investigators and incident responders to start using the variety of freely-available tools that can examine malware, yet might be difficult to locate or set up.  The heart of the project is the REMnux Linux distribution based on Ubuntu. This lightweight distro incorporates many tools for analyzing Windows and Linux malware, examining browser-based threats such as obfuscated JavaScript, exploring suspicious document files and taking apart other malicious artifacts.
 
          REMnux: A Linux Toolkit for Reverse-Engineering and Analyzing Malware
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          SOF-ELK
        

 SOF-ELK® is a “big data analytics” platform focused on the typical needs of computer forensic investigators/analysts and information security operations personnel. The platform is a customized build of the open source Elastic stack, consisting of the Elasticsearch storage and search engine, Logstash ingest and enrichment system, Kibana dashboard frontend, and Elastic Beats log shipper (specifically filebeat). With a significant amount of customization and ongoing development, SOF-ELK® users can avoid the typically long and involved setup process the Elastic stack requires. Instead, they can simply download the pre-built and ready-to-use SOF-ELK® virtual appliance that consumes various source data types (numerous log types as well as NetFlow), parsing out the most critical data and visualizing it on several stock dashboards.
 
          SOF-ELK
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 Digital Forensics and Incident Response Certifications
 It takes intuition and specialized skills to find hidden evidence and hunt for elusive threats. GIAC's Digital Forensics and Incident Response certifications encompass abilities that DFIR professionals need to succeed at their craft, confirming that professionals can detect compromised systems, identify how and when a breach occurred, understand what attackers took or changed, and successfully contain and remediate incidents. Keep your knowledge of detecting and fighting threats up to date - and your work role secure - with DFIR certifications.





 
  Learn More  
 




  [image: 470x382-coins.png] 

 Lethal Forensicator Coins
 Hundreds of SANS Institute digital 
forensics students have stepped up to the challenge and emerged 
victorious. They've mastered the concepts and skills, beat out their 
classmates, and proven their prowess. These are the elite, the 
recipients of the SANS Lethal Forensicator Coin, an award given to a 
select few among the thousands of students who have taken any of the SANS Institute Digital Forensics or Incident Response (DFIR) courses.
 Lethal Forensicator Coins are awarded to those who show exceptional 
talent, make outstanding contributions to the field, or demonstrate 
leadership in the digital forensics profession and community. The coins 
are a challenge to win and an honor to receive. They are also intended 
to be rare.
 
  Learn More  
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 Are you a LEO affected by training cuts?
 SANS is proud to support U.S. Law Enforcement professionals experiencing hardship funding their training efforts. We have created special programs that can offer significant flexibility toward SANS DFIR courses.

 
  Learn More  
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 SANS.edu Graduate Certificate in Incident Response
 	Designed for working InfoSec and IT professionals
	Highly technical 13-credit-hour program
	Includes 4 industry-recognized GIAC certifications


 
  Learn More at a Free Info Session  
 





DFIR NetWars and Continuous
 An incident simulator with forensic, malware analysis, threat hunting, and incident response case scenarios to help you expand your DFIR capabilities.
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          DFIR NetWars Tournaments
        

 DFIR NetWars are an incident simulator packed with a vast amount of forensic, malware analysis, threat hunting, and incident response challenges designed to help you gain proficiency without the risk associated when working real life incidents. It is unique in that it provides time-limited challenges that can be used to test the skills you've mastered, and at the same time, help you identify the skills you are missing.
  View Schedule 
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          DFIR Netwars – The Coin Slayer!
        

 Created by popular demand, this tournament will give you the chance to win a fortune of DFIR coinage! To win the new course coins, you must answer all questions correctly from all four levels of one or more of the eight DFIR domains: Windows Forensics, Advanced Incident Response and Threat Hunting, Smartphone Analysis, Mac Forensics,  Advanced Network Forensics, Malware Analysis, and DFIR NetWars. Take your pick or win them all!
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          DFIR Netwars Continuous
        

 Learn how to solve unique, in-depth challenges through interactive case scenarios designed to help you gradually build your DFIR skillset, right from home. DFIR NetWars Continuous is an incident simulator packed with a vast amount of forensic, malware analysis, threat hunting, and incident response challenges designed to help you gain proficiency without the risk associated with working on real-life incidents.
  Register Now 
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        SANS DFIR Summit & Training 2024
      
 Summit: Aug 22-23 | Training: Aug 24-29 | 14 Top Courses Available
Salt Lake City, UT & Live Online

Join us this Summer for the must-attend DFIR event of the year! Don't miss the chance to learn from and connect with the industry's top practitioners who will share their latest digital forensics and incident response research, tools, case studies, and solutions.
  Learn More & Register  







Learn DFIR Skills With These Experts
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 Heather Mahalik Barnhart
 
 To say that digital forensics is central to Heather Mahalik Barnhart's life is quite the understatement. Heather has worked on high-stress and high-profile cases, investigating everything from child exploitation, homicides to Osama Bin Laden's media.
  Learn Why 
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        Philip Hagen
      
 
        Fellow
      
 
        Phil is a Faculty Fellow, course lead and author of FOR572: Advanced Network Forensics and Analysis, and  Director of the SANS Research and Operations Center (SROC)
      
  
          Learn More
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        Lenny Zeltser
      
 
        Fellow
      
 
        An experienced cybersecurity professional and business leader, Lenny is the CISO at Axonius and course author of FOR610 and SEC402.
      
  
          Learn More
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        Sarah Edwards
      
 
        Senior Instructor
      
 
        A self-described Mac nerd, Sarah Edwards is a forensic analyst, author, speaker, and both author and instructor of SANS FOR518: Mac and iOS Forensic Analysis and Incident Response. She has been a devoted user of Apple devices for many years and has worked specifically in Mac forensics since 2004,...
      
  
          Learn More
        




  View All Instructors  Become an Instructor 




More Free Digital Forensics and Incident Response Resources
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Reviews
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    The content was high quality and the exercises were made it easier to fully grasp the content.
  
  Kellon Benson
 
         - Central WA University
      


 


 
    The instructor and course materials are the best level, so people who have interest in Forensics should take the course and obtain a deeper knowledge.
  
  Yusuke Takahashi
 
         - LAC
      


 


 
    Extremely valuable training! Trainer added value due to his course knowledge & personal experience sharing.
  
  Verreet 
 
         - Eu Council
      


 


 
    Very relevant to my daily IR work and highly recommend this to any DFIR or IR in general pros.
  
  Emile Smith
 
         - TVA
      


 


 
    This is top quality training that will return value immediately when returning to work.
  
  Nic Cargill
 

 


 
    This training is great and important to me because it gives me more knowledge to assist in my investigations.
  
  Christopher J.
 
         - GBI Georgia Bureau of Investigation
      


 


 
    The material is relevant, real world, and has effective hands on exercises.
  
  Dustin B.
 
         - SOCOM
      


 


 
    Getting hands on experience with the labs helps to cement concepts that were taught.
  
  Molly L.
 
         - NCFTA
      


 


 
    After two days, I'm excited to go back to work & use what I've learned.
  
  TK 
 
         - GRDA
      


 


 
    It was great having you as an instructor! Your expertise & experience in the field is such a help during class, you keep things interesting!
  
  Brittany Pedulla
 
         - Kroll
      


 



 
 






About Digital Forensics and Incident Response


Whether you're seeking to maintain a trail of evidence on host or network systems or hunting for threats using similar techniques, larger organizations are in need of specialized professionals who can move beyond first-response incident handling to analyze an attack and develop an appropriate remediation and recovery plan. Our DFIR Curriculum will teach you how to detect compromised systems, identify how and when a breach occurred, understand what attackers took or changed, and successfully contain and remediate incidents.



Every year the SANS Digital Forensics & Incident Response (DFIR) Faculty produces thousands of free content-rich resources for the digital forensics community. These resources are aimed to provide you with the latest in research and technology available to help you streamline your investigations. Our number one priority is to support the DFIR community by not only providing content to solve even the most difficult problems investigators face daily, but also provide an open forum for community mentoring, development and support.
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    Receive curated news, vulnerabilities, & security awareness tips
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